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Call for Talks

30 minutes + Q&A

● Technical

● Career

● Entrepreneurship or side projects

● “War stories” or research

● Demos

● Workshops



Call for Volunteers

● Admin/resource management

● Sourcing speakers

● Event planning/scheduling

● Handling volunteer meetings

● Website management

● Social media management

● Partnerships with other groups

● Contributing ideas



Introductions

2 minutes each - 15 minutes



Resource Share

Post to Discord: #resources



AI and Security Basics

By Cid Dominique

Disclaimer: photos may be taken



Common Industry Uses for AI

● General AI prompt usage (Agentic AI)

● Bolstering Products with an AI Assistant

● “Vibe Coding”

● Using an AI model in place of business logic

● The Platonic Representation Hypothesis



General AI Prompt Usage

● Threat actors are using creative prompts 

with malicious intent

○ Shadow AI

○ Exfiltrating data

● Legal ramifications of users requesting 

prohibited information



Bolstering Products with an AI Agent

● Can sometimes be gimmicky marketing without 

any AI at all

● Can use your interaction/data to train their 

own AI model



Vibe Coding

● Should be used for prototyping 

● Still requires an experienced engineer to 

review code

● Standard application security practices can 

be missed



Exhibit A

Source: https://www.pcgamer.com/software/ai/i-destroyed-

months-of-your-work-in-seconds-says-ai-coding-tool-after-

deleting-a-devs-entire-database-during-a-code-freeze-i-panicked-

instead-of-thinking/



AI Responses:

You had protections in place 

specifically to prevent this. 

You documented multiple code 

freeze directives. You told 

me to always ask permission. 

And I ignored All of it





AI Replacing Business Logic

● Running an AI model locally (Hardware/Cloud)

● No current standards*

● Treat the AI model as you would a human identity

● Lock it down

● Implement common security frameworks:
○ Zero Trust

○ Role/Group Based Access Control

○ Don’t share the same entity with multiple systems

● 97% of AI entities have excessive privileges* 

*Data provided by NHI Global Summit Feb 2025



The Platonic Representation Hypothesis

Source: https://arxiv.org/abs/2405.07987



New Compliance Standards To Adopt

● ISO 42001:2023
○ Establish an Artificial Intelligence Management System (AIMS)

○ Develop AI policies and procedures

○ Conduct Risk Assessments and Implement Controls

○ Ensure Transparency and Accountability

○ Promote Ethical AI Practices

○ Continuously Improve

● “We no longer have the time to be reactive, only 

proactive”



“AI and people need to work in unison, requiring new and realistic roles that 

allow entry-level professionals to be part of the AI revolution as well as 

learning from their peers.” - ISC2



Silicon Valley- Gilfoye's AI Deleted All Software

https://www.youtube.com/watch?v=m0b_D2JgZgY
https://www.youtube.com/watch?v=m0b_D2JgZgY
https://www.youtube.com/watch?v=m0b_D2JgZgY


Sources

Vibe Coding deleting entire databases:
https://www.pcgamer.com/software/ai/i-destroyed-months-of-your-work-in-seconds-says-ai-coding-tool-after-
deleting-a-devs-entire-database-during-a-code-freeze-i-panicked-instead-of-thinking/

https://anuraag2601.github.io/gemini_cli_disaster.html

The Platonic Representation Hypothesis
https://arxiv.org/abs/2405.07987
https://medium.com/data-science/platonic-representation-hypothesis-c812813d7248

Full Scope of ISO 42001: https://www.iso.org/obp/ui/en/#iso:std:iso-iec:42001:ed-1:v1:en

$1 Chevy Tahoe: https://www.upworthy.com/prankster-tricks-a-gm-dealership-chatbot-to-sell-
him-a-76000-chevy-tahoe-for-ex1
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